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Abstract — Image forgery poses a severe threat to the integrity of digital images, with rapid increase in various domains. This research
proposes an efficient solution using Convolutional Neural Networks (CNNSs) to detect image forgery with high accuracy. By analyzing
images, CNNs can identify refined noise patterns left behind during manipulation or forgery, distinguishing between authentic and
tampered images. Moreover, CNNs can detect new, unseen types of image forgery, staying ahead of increasingly sophisticated fake image
techniques in our daily life. Our approach has the power to find the residual noise-based features extracted by CNNs to detect forgeries,
offering a powerful solution for combating image tampering and forgery. This research contributes to the development of a lightweight
CNN-based network for efficient image forgery detection, capable of handling unseen forgeries by performing error level analysis and
achieving high accuracy in detecting both image splicing and copy-move forgeries. A Convolutional Neural Network (CNN) is a type of
deep learning model that excels at processing structured grid-like data, such as images. In further this technology has immense potential to
enhance the reliability and trustworthiness of digital images in various applications, from medical reports to crime scene investigations,
ensuring the accuracy and integrity of visual evidence in many domains.
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1 INTRODUCTION

The rapid advancement of technology has made it easier for individuals to manipulate images, creating fake news and
spreading misinformation on social media and the internet. This has severe consequences, as digital images play a crucial role
in various fields like journalism, digital forensics, scientific research, and medicine [1, 2]. With the widespread sharing of
images on social media applications like WhatsApp, Facebook, and Instagram, distinguishing between authentic and
manipulated images has become a significant challenge. The availability of image editing software has made it even harder to
detect authenticity of an image. While these tools were intended to enhance and improve images, some individuals exploit
them to modify images and spread falsehoods [3, 4]. It's essential to address this issue and develop effective methods to detect
and prevent image forgery, ensuring the authenticity and trustworthiness of images in various applications.

As image forgery detection continuing as a pressing concern, researchers have turned to deep learning techniques to improve
detection accuracy. One such approach is the use of CNN to analyze images and identify tampering artifacts [5-7]. In this
paper, we explore the potential of CNNs in detecting image forgery, building on the earlier discussion of image forgery
detection using DL techniques. We propose a lightweight CNN-based network that can efficiently detect image forgery by
learning traces left behind in the manipulation process. Our approach takes advantage by recompressing images and compares
it, allowing for accurate detection of both image splicing and copy-move forgeries [8-10]. With its high precision and speed,
our method shows promise for real-world applications, even on slower devices. In the following sections, we will delve into
the details of our framework, experimentation, and results, highlighting the contributions of our research to the field of image
forgery detection [11].

2 LITERATURE REVIEW

S. Patekar and et al. [1], The image forgery has serious consequences and traditional methods often fail to detect sophisticated
forgeries. The paper proposes a CNN-based approach to detect forgery by analyzing residual noise and inconsistencies. The
CNN model is trained on forged images and learns to identify tampering patterns. Experimental results show the approach's
effectiveness in detecting various forgery types. This solution has potential applications in digital forensics and
media authentication [1].
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H. Khalil and et al. [2], in this paper evaluates various deep learning approaches for detecting image manipulations like copy-
move, splicing, and retouching. The study highlights the limitations of traditional techniques and emphasizes the effectiveness
of DL, especially models like CNN, GANs and auto-encoders. The authors conduct a comparative analysis of these models,
examining their performance based on accuracy, precision, recall, and computational cost. The results show that DL
significantly improves the detection of image forgeries, making it more robust against complex manipulations [2].

V. Mezaris and K. Triaridis [3], the paper investigates multi-modal fusion techniques for detecting and localizing manipulated
regions in images. The approach combines visual, textual, and metadata features to identify tampered images. Visual features
extract information from image pixels, while textual features analyze image captions and metadata features utilize EXIF data.
The paper proposes a fusion framework to integrate these features and improve detection accuracy. The approach has potential
applications in digital forensics, media authentication, and fake news detection [3].

V. Prudhivi and et al. [6], has been presents a study on using Convolutional Neural Networks (CNN) for detecting image
forgeries. The authors focus on identifying manipulations such as copy-move and splicing, which are common types of image
tampering. CNNs are employed for feature extraction, allowing the model to automatically learn patterns that indicate forgery.
The paper demonstrates that CNN-based methods are effective at accurately detecting forgeries with minimal human
intervention, offering improved precision and efficiency compared to traditional detection techniques [6].

The paper "Fake Image Identification Using CNN" by K. Vijayalakshmi and et al. [8] explores the use of CNN for detecting
fake or manipulated images. The study focuses on identifying forgeries like image splicing and copy-move, where parts of an
image are copied and altered. CNN is leveraged for automatic feature extraction, allowing the model to learn subtle differences
between genuine and tampered images without the need for manual intervention. The authors highlight the effectiveness of
CNN in improving accuracy and reliability in detecting fake images, showing that it outperforms conventional detection
methods by being more efficient and scalable for large datasets [8].

The paper "Image Forgery Detection Using CNN Model” by R. Gupta [10] discusses the application of CNN model for
detecting IF. The author emphasizes how CNNs can automatically extract features from images, learning patterns that
distinguish authentic images from forgeries. By utilizing layers of convolution and pooling, the CNN model is able to capture
intricate details of forgery that are often missed by traditional methods. The study demonstrates that the CNN model improves
detection accuracy and offers a more efficient, scalable approach for handling large sets of digital images, making it a robust
solution for image tampering detection [10].

3 EXISTING SYSTEM

Convolutional Neural Network (CNN)-based approaches that analyzed residual noise and inconsistencies in images to detect
forgery [12-15]. Recompression techniques that detect anomalies in images recompressed using different algorithms. Digital
forensics networks that use a combination of convolutional and recurrent neural networks to detect forgery and localize
tampered regions. Multi-modal fusion techniques that combine visual, textual, and metadata features to identify manipulated
regions in images. Traditional methods such as histogram analysis, statistical analysis, and ML-based approaches like Support
Vector Machines (SVM) and Random Forests [16-20]. Image processing-based techniques like image filtering, transformation,
and compression analysis [21-23]. Image segmentation-based approaches that analyse the boundaries and textures of images.
This down-sampling step helps reduce the computational burden and improves the model’s generalization by making it less
sensitive to the exact position of features [24-25].
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CNNs, for example, might be used to detect flaws in circuits based on QCA, which calls for exact nanostructures
[14,15,18,19]. Additionally, by examining the error levels in electron microscopy images of quantum dot arrays, ELA may
discover new applications in the manufacturing of nanoelectronics.

These techniques aim to detect various types of forgeries of images, including copy-move, splicing, and removal attacks.
However, each technique has its limitations, and the research papers aim to address these limitations by proposing new
approaches or improving existing ones.
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4 PROPOSED SYSTEM AND ARCHITECTURE

The proposed system is an image forgery detection tool that utilizes Error Level Analysis (ELA) to identify manipulated
images. ELA works by analyzing the compression artifacts of an image to detect discrepancies between the original and altered
areas. Our system aims to provide a reliable and efficient method for detecting common forms of image manipulation, such as
splicing and cloning. The backend of the system leverages a trained deep learning model to classify images as either
"Authentic" or "Forged" based on the ELA analysis. The model is designed to process images, apply ELA, and predict the
likelihood of forgery, providing a percentage confidence score alongside visual feedback.

Start

Flask App (app.py) Flask Route: fupload

App Process Upload
Call convert_ta

Image Call prodi i
Predict Result Return Result Page

Image loading ELA Processing (ela.py)

Cifference Calculation

Prediction
(prediction.py)

Metadata Analysis

Extract metadata lrem the
Image

Return Prediction Result

Result.html

Fig.3. System architecture



In its current form, the system offers basic functionality with limited user interaction capabilities. However, future
enhancements will focus on developing a comprehensive web-based user interface (WebUI) to make the tool more accessible
[25]. The WebUI will allow users to easily upload images, receive real-time feedback on forgery detection, and visualize the
ELA results side-by-side with the original images. This proposed enhancement will improve usability and broaden the
applicability of the tool across various user groups, including forensic analysts and casual users. Additionally, further research
and development will be conducted to improve the model's accuracy, particularly in detecting Al-generated images, to ensure
robustness against advanced manipulation techniques.

4.1 Advantages of our Proposed System

e Efficient Image Forgery Detection,
e  Automated Analysis,

o  Visual Feedback,

e  User-Friendly Interface,

o  Versatility,

e Scalability,

e  Continuous Improvement Potential.

5 IMPLEMENTATION OF PROPOSED WORK

The image forgery detection project is implemented as a web-based application that allows users to upload images and receive
a forgery analysis based on Error Level Analysis (ELA). The process begins when a user uploads an image through the web
interface. The uploaded image is then pre-processed and converted into an ELA image, which highlights areas with varying
compression levels that may indicate tampering. This ELA image is crucial for detecting inconsistencies that are not able seen
by naked eye but are often introduced during image editing or forgery.

Once the ELA image is generated, it is fed into a pre-trained CNN model that has been specifically trained to differentiating
between forged and authentic images. The ELA image is resized and normalized to match the input requirements of the CNN
model, which then performs a prediction. The model outputs a classification of either "Authentic" or "Forged," along with a
confidence score that indicates the certainty of the prediction. This result is then displayed to the user on a web page, where
both the original and ELA images are presented side by side for easy comparison.
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Fig.4. User Interface for detect image forgery

The user interface is built using Flask, providing a simple and accessible platform for users to interact with the application. The
current version of the interface is functional but can be improved for better user experience and clearer output presentation. A
notable limitation of the current system is its uncertainty in detecting Al-generated images as forgeries, which represents a
significant area for future development. Plans for future work include enhancing the detection model's accuracy, especially for
Al-generated content, and developing a more sophisticated and user-friendly web interface to improve usability and expand
functionality.



6 RESULTS AND MODULES

The project is composed of several key modules, each with specific roles that contribute to the overall functionality of the
proposed system:

A. Image Upload Module

This module allows users to upload images through a web interface. It handles the input from the user and ensures that the
uploaded files are of the correct format and size for processing.

B. Error Level Analysis (ELA) Module

This module converts the uploaded image into an Error Level Analysis (ELA) image. ELA helps highlight areas in an image
that have been altered by comparing the compression levels across different parts of the image. This module performs the
conversion and prepares the ELA image for further analysis.

C. Prediction Module

This module loads a pre-trained Convolutional Neural Network (CNN) model that has been trained to distinguish between
authentic and forged images. It takes the preprocessed ELA image as input, runs it through the model, and produces a
prediction about whether the image is authentic or forged, along with a confidence score.

D. Result Display Module

This module handles the output of the prediction. It displays the original image, the ELA image, the prediction result
(authentic or forged), and the confidence score on a web page. It ensures that users can easily understand the results of the
forgery detection process.

E. User Interface Module

Built using Flask, this module provides a web-based interface for the entire application. It manages user interactions, from
uploading images to displaying the detection results, and facilitates seamless communication between the user and the
backend modules.

F. Metadata extraction module

Images contain hidden data, called metadata that tells the story behind the image: what camera was used, when the picture
was taken, and whether any software was used to edit it.
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Fig. 5. Results for forgery detection for original image (Left) and ELA image (Right)

7 CONCLUSION

The growing threat of image forgery necessitates advanced and reliable detection techniques to maintain the integrity of
digital images across various domains. This research proposes a novel approach utilizing CNN combined with Error Level
Analysis (ELA) to effectively identify and classify image forgeries. The proposed system demonstrates the capability to
detect subtle tampering artifacts and remains robust against new and sophisticated forgery techniques. Our method builds



upon existing research by leveraging CNNs to analyze residual noise and inconsistencies in images, offering high accuracy in
detecting both image copy-move and splicing forgeries. Additionally, the use of ELA enhances the detection of manipulated
regions by highlighting compression discrepancies. The implementation as a web application with a user interactive interface
makes it accessible and practical for real-world applications. Future work will focus on optimizing the system's capability to
detect Al-generated forgeries and improving the web interface for a better user experience.
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